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Giai phap ngan chan Spam va phishing tao disclaimers... ngay tai may chu

Vé&i mot lwong thw rac, thu den khdng 16 dwoc glvi di hang ngay thi viéc chdng spam 1a mot phan thiét yéu cua
moi chién lwgc bao vé an ninh mang. Spam lam tiéu tén thoi gian ctia ngwdi dung (user), tiéu tdn va gay hai
cac ngudn lwc mang(network resources). GFI MailEssentials cho phép bdo vé& may tinh khdi spam va phishing
& cap dod ciia may chu ( server) va ban khéong phai ban tam cai dat hay update cac phan mém chéng spam cho

ttrng desktop nira.

GFI MailEssentials cho phép ban cai d&t nhanh chéng, ty I& chéng spam
cao nho tich hop tinh nang phéan tich Bayesian va cac phwong phap khac
khong doi hdl cu hinh(configuration), han ché tél da cac sai sét thong
qua hé théng whitelist tw dong, cé kha nang lam cho email ctia ban thich
&ng vol nhitng thay dél lién tuc va cal thien kha nang kiém séat spam.
GFI MailEssentials co thé loai b t¢i 98% lwong spam khdi network . GFI
MailEssentials ty dong kiém tra, phat hién va khoa cac thw phishing béng
cach kiém tra cac tr khoa(keyword) théng qua mot hé théng URI
( Uniform Resource Identifier ). GFl MailEssentials con c¢6 nhirng céng cu
quan ly mail server nhw : disclaimers, giam sat thw, bao céo internet mail,
danh sach cac server, twdong tra I&l mail thoéng qua server va download
POP3.

I Ngan chan Spam va phishing ngay tai server

GFI MailEssentials la mot rng dung may chi dwgc cai dat trén server
ho&c gateway gilp giam théi gian cai dat va quan cac phan mém chéng
spam va phishing dwa trén nén desktop. Viéc st dung cac phan mém
chbng spam va phishing dwa trén nén desktop con ddi hél huan luyén
ngwo!| dung cach thiét 1ap cac quy luat chdng spam va phishing, va danh
nhiéu thdl gian dé cap nhat cac quy luat nay. Hon niva, chdng spam va
phishing dwa trén nén desktop lam may chu ban chiva day cac spam va
phishing

Céc Desktop-based anti-spam huwéng din céc user tao cac quy tic chéng
spamva cac user méat kha nhidu thoi gian d& lam quen véi nhiing nguyén
téc 4y. Bén canh d6, nhitng hé thdng nhw vay khdng chéng dwoc server clia ban bi
I&p day b&i spam.

B Quan ly whitelist thong minh giam nhirng nham
lan dang tiec

Whitelists cho phép ban danh du “khéng phal 1a spam’cho nhirng thw tir
mot dia chi ngwdi glri xac dinh hodc tlr cac domains, lam cac quy luat xac
dinh spam tr& nén chat ché. GFI MailEssentials cung cap céng cu quan ly
whitelist béng cach ty dong xét duyét cac dia chi email nhan dwgc dé cho
vao whilelist cGia ban. Céng cu nay giup tranh dugc viéc loai nham nhirng
thw thye thanh thw rac ma khong can t¢i sy can thiép cta admin. While-
lists cling co thé dwoc xay dwa trén cac tén mién (domain names), cac dia
chi email va cac tr khoa ( keywords)

Cong nang vwort troi:

:
|
| « Ti I& phat hién spam cao nhét ( trén 98%) nh&
: céng nghé loc Bayesian

; © Sai sét thap nhat nhe tinh nang cap nhat

I whitelist

: « Chi can mét lan cai dat duy nhat tai server,

. khéng can cai dat phan mém client.

I « Ngwoi str dung c6 thé xem lai va khoi phuc

: thw bj danh dau la spam ttr Junk mail.

Il Cong nghé loc Bayesian:

Cong nghé loc Bayesian dwoc cac chuyén gia hang dau ciing nhw gidi
truyén thong danh gia 1a tét nhat dé phat hién spam. Cong nghé nay st
dung thuat toan phan biét thw rac va thw thwéng(spam va ham) dé nhan
biét spam. Diéu nay mang dén mot giai phap chdng spam tién tién so vai
nhiing phuong thirc chi dwa trén viéc kiém tra keyword hodc tai vé cac
ch ky(signatures) tlr nhitng spam da biét. GFIs Bayesian st dung mot
thuat toan tién tién va mot bang dir lieu dwoc thiét lap khi ban cai dat.
D lieu vé spam sé luén ludn dwgc cap nhat béi GFl va dwoc GFI-
MailEssentials tw dong tai v&. Déng thdi cac dir liéu vé thu thweng cling
dwoc thu thap tir cac outbound mail cGa ban. Diéu nay cé nghia la bo loc
Bayesian thwong xuyén ty bd sung cac meo méi v& spam, va cac spammer
sé khong thé qua mat dwoc dir liéu ludn cap nhat nay.Do d6, khong khé
@& hiéu tai sao ty 1& loc spam cua GF| MailEssentials lai 1&n t&i 98% chi
sau 2 tuan ty cap nhat. Tém lai, bd loc Bayesian c6 nhitng diém wu viét
sau:

e Kiém tra toan bo cac spam, khéng chi cac keyword hay cac dau hiéu
nhan biét spam(signatures)

e -Ludn thu thap cac thong tin tlr outbound mail ctia ban gidp giam ti 1&
danh diu spam sai

o Ludn bién tw cap nhat d& hoc cac spam va cac valid mail méi.

e Dataset 1a duy nhat trong mét cong ty, khong ai c6 thé thay ddi d& qua
mat

e Hb tro da ngdn ngilr

M Bao vé user khéi thw Itra phinh (phishing email)
GFI MailEssentials anti-phishing phat hién va khoa cac méi de doa tir cac
thw phishing béng céch so sanh noi dung c6 tinh lira ddo véi mét di liéu
cac email den(blacklisted emails) dwoc cap nhat thuwdng xuyén. Diéu nay
dam bao tat ca cac tro liva gat trén mang mai nhat qua email sé bi 14t tay.
Hon niva, anti-phishing thwdng xuyén tim kiém céac tir khoa chira dwng
ndi dung lira gat tr tht c& cac thw gtvi dén td chivc clia ban.

M Kiém tra hé thdng tén mién den trung gian (DNS blacklist)

GFI MailEssentials hd tro cac DNS blacklists (real time black hole lists)-
nhitng d liéu vé cac spammer da dwoc danh dau. Nhitng thw glvi dén
ndm trong danh sach trén sé bj danh d4u la spam. GFI MailEssentials
cling hé tro' cac danh sach tém mién den trung gian nhuw ORDB, Spam-
Haus, Spamcop va cho phép admin dinh dang cac RBL servers.

B H6 tro SPF va cac SURBL server trung gian

Giao thirc GFI MailEssentials SPF tw déng kiém tra xem thw dén t&r cac
cong ty cé thye sy dwoc gvi di qua cac server mail ma ho da dang ky hay
khoéng. GFI MailEssentials ciing ra soat ndi dung cac email ngugc lai v&i
cac SURBL server;cac admin cé thé xac dinh nhiéu SURBL server, thém
vao danh sach va quy dinh mirc do wu tién trong qua trinh kiém tra.
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Seamless integration with Exchange
Server 2000/2003 & 5.5

GFI MailEssentials integrates seamlessly with
Microsoft Exchange 2000/2003: It installs on
the Exchange SMTP service and does not
require gateway configuration. Via the SMTP
protocol, it also works with Exchange 5.5, Lotus
Notes and other popular SMTP/POP3 servers.

GFI MailEssentials configuration

List server for newsletter lists and
discussion lists

Alist server is the best method for distributing
company newsletters, since it automates the
process of allowing users to subscribe and
unsubscribe (required by anti-spam
regulations). The GFI MailEssentials list server
integrates with Exchange Server and can use
Microsoft Access or Microsoft SQL Server as
the backend. Both newsletter lists and
discussion lists are supported.

System requirements

e Windows 2000/2003 Pro, Server or
Advanced Server or Windows XP
Professional.

® |IS5 SMTP service installed and running as
an SMTP relay to your mail server.

e Microsoft Exchange server 2000, 2003, 4,
50r5.5, Lotus Notes 4.5 and up, or an
SMTP/POP3 mail server.

e For the list server feature, Microsoft
Message Queueing Services is required.

M Loai bo cach thu thap email caa spammer(directory harvesting)
Céc spammer thwong cb gang doan biét dia chi bang cach tao ra cac dia chi email ngiu nhién tai
mot domain, sau doé glri email i tht ca cac dia chi do. GFI MailEssentials kiém tra d6 xac thwc cla
t4t ca cac dia chi email bao gdm tirng email duoc guvi di, thong qua céc yéu cau cta Active Desktop
hay qua s hé trg clia LDAP, va néu khong phli hop, ching sé bi danh déu 1a spam.

B S3p xép cac spam vao hom thw rac (junk mail) cia ngwei dung
GFI MailEssentials cho phép nguoi dung quyét dinh cach xt ly cac spam dwoc phat hién ra mot
céach linh hoat. Ban c6 thé xo4 hoac di chuyén cac spam téi mét (thw muc)folder nao do, hoéc gai
dén mot hop thw cong cong hodc mét folder ca nhan dwoc dinh nghia trong hom thu ngudi dung
(Vi du: junk mail folder). Diéu nay cho phép céc user dé dang xem lai cac thu d& dwoc danh dau la
spam.

M Phan tich tiéu dé thw va kiém tra cac tir khoa

GFI| MailEssentials c6 kha nang phan tich théng minh nhirng tiéu dé va dinh nghia thw rac dwa trén
nhitng thong tin chira trong thw. N6 phat hién cac tiéu d& gia mao, giai ma cac IP, spam bién dbi va
nhirng spam dwoc gtvi tr nhirng domain khong cé thwe (invalid)... GFI MailEssentials cho phép ban
dinh nghta cac keyword dé kiém tra spam dwa trén nhirng keywords d& dinh nghfa.

M Chirc nang xem nhanh cac email la

Chtrc nang New Senders cho phép user c6 thé Iwét qua nhirng email dwgc gli tir nhivng ngudi ho
chua bao gid lién lac, giip cac user td chirc tét hon cac email trong danh sach cac email khach
hang ctia minh.

M Dé dang diéu chinh bé loc Bayesian théng qua cac folder ding chung
Céc admin cé thé d& dang diéu chinh may loc Bayesian bang cach ke tha(drag and drop ) cac spam
hoac cac thu thwdng vao céc folder chung thich hop. Qua cac folder nay, GFI MailEssentials c6 thé
hiéu, chon dung va phan loai ding déng th&i cai thién ti 1& phat hién chinh xac spam.Admin c6 thé
didu khién qua trinh nay théng qua viéc st dung chirc ndng bao mat ctia Public Folder.

M Bao cao vé tinh ning loc va st dung thw

Nhirng théng tin vé& co s& dir liéu cé dinh huwéng cho phép ban tao ra nhirng ban bao céo sau hon
vé tinh trang thw di, thw dén, bao gdm lugng spam thu dwoc va ché d6 hoat dong nao loc dwoc
nhiéu spam nhét

M Dé dang phan loai whitelists hay blacklist

GFI MailEssentials cho phép user xac dinh cac whilelists hay blacklist bang cach kéo va tha thu vao
public folder. T&r day cac user ndm dwoc nhidu hon quyén kiém soat va giam cong viéc quan tri.
Céc admin c6 thé diéu khién tinh nang nay théng qua céng nang bao mat ctia Public Folder.

M Tai cac update cho co s& dir liéu vé spam

GFI MailEssentials c6 th& download cac update cho phan co s& dir liéu clia bd loc Bayesian tiy trang
web clia GFI, d& dam bao chéc chén rang bd loc nay c6 thé nhan dang dwoc nhivng ky thuat spam
m&i nhat. GFI thwong xuyén duy tri co s& di liéu vé spam ctia minh théng qua viéc hop tac véi cac
t& chirc nghién ctru va thu thap spam nén ho sé& cung cép thuwdng xuyén cac mau spam méi.

M Chirc nang tao disclaimer & dau hoac cuoi email cong ty

GFI MailEssentials ciing cho phép ban tao disclaimer vao dau hoac cudi email dwsi dang text
hodc dang HTML. Ban ciing c6 thé xac dinh cac truéng/bién vao cac disclaimer d& dung cho
tlrng c& nhan. Ban ciing c6 thé tao nhiéu disclaimer va lién két chung véi mét user, mét nhém
hoac mot domain.

Vi du: Tw dong thém vao dong “Béo gia nay c6 gia tring trong vong 15 ngay” cho tat ca email gii
li tv phong kinh doanh.

Tai phadn mém vé dung thir tai www.gfi.com
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